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SIGNATURES
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BEISPIEL: RSA
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RSA-PSS
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ECDSA

Elliptic Curve Digital Signature Algorithm

Generator of the EC-group

Secret key of Alice
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ECDSA

Elliptic Curve Digital Signature Algorithm

Public Key of Alice
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CERTIFICATES (ZERTIFIKATE)

Wie kann Alice sich eigentlich sicher sein, dass der 

“Public Key” auch wirklich zu Bob gehört?
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CERTIFICATES
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CERTIFICATES
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CERTIFICATES
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BEISPIEL: IDENTITY BASED 
ENCRYPTION
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BEISPIEL: IDENTITY BASED 
ENCRYPTION

Das funktioniert, da

e(d, U) = e(sQ, rP) = e(Q, sP)^r



THE PLOT (1586)
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Anthony Babington

Sir Francis Walsingham

Thomas Phelippes

Beer barrel

Maria Stuart

Elizabeth I Gilbert Gifford
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Beer

barrel
layer

SCHICHTENMODELL

Conspiracy layer

Carrier layer
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Beer

barrel
layer

SECURITY BEER BARREL LAYER

Conspiracy layer

Carrier layer
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SECURITY BEER BARREL LAYER

Conspiracy layer

Carrier layer
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Beer

barrel
layer

SECURITY CARRIER LAYER

Conspiracy layer

Carrier layer
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Beer

barrel
layer

SECURITY CONSPIRACY LAYER

Conspiracy layer

Carrier layer
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SECURITY CONSPIRACY LAYER

Encryption

Substitution

cipher



AES-Ctr-Mode

GMAC
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SECURITY CONSPIRACY LAYER

Authenticated

Encryption
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SECURITY CONSPIRACY LAYER

Encryption Keys

Pre-shared Key
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SECURITY CONSPIRACY LAYER

a^x mod p

a^y mod p
x y

(a^y)^x mod p (a^x)^y mod p
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SECURITY CONSPIRACY LAYER

x y

(a^z)^x (a^z)^y

z

Man in the

middle
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SECURITY CONSPIRACY LAYER

Public Secret

Sign(sk_A, M)pk_A
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SECURITY CONSPIRACY LAYER

Sign(sk_A, M)



02.03.2026 Prof. Dr. Björn Grohmann 81

TRANSPORT LAYER SECURITY
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Only for compatibility 

reasons in v1.3

Removed in v1.3
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TRANSPORT LAYER SECURITY
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„ATTACKS ALWAYS BETTER; 
THEY NEVER GET WORSE“



02.03.2026 Prof. Dr. Björn Grohmann 92

TRANSPORT LAYER SECURITY
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TRANSPORT LAYER SECURITY
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TRANSPORT LAYER SECURITY
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OUIC
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OUIC
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IPSEC
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IPSEC
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IPSEC
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"Die Quanten sind doch eine hoffnungslose Schweinerei!"  Max Born

"Denn wenn man nicht zunächst über die Quantentheorie entsetzt ist, kann man 
sie doch unmöglich verstanden haben."  Niels Bohr

"Wer glaubt, die Quantentheorie verstanden zu haben, hat sie nicht verstanden."  
Richard Feynman

"Die ganzen 50 Jahre bewusster Grübelei haben mich der Antwort der Frage ‚Was 
sind Lichtquanten‘ nicht näher gebracht. Heute glaubt zwar jeder Lump, er wisse 
es, aber er täuscht sich…"  Albert Einstein

"Wenn ich von Schrödingers Katze höre, greife ich nach meiner Waffe." Stephen 
Hawking
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Quantum Cryptography

Quantum Computing

Post Quantum Cryptography

KEY EXCHANGE



QUANTUM MECHANICS
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•  Nondeterminism

•  Superposition

•  Entanglement

•  Uncertainty
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•  Superposition



QUANTUM MECHANICS
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• Entanglement



QUANTUM MECHANICS
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•  Uncertainty



1984
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1984
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BB84 PROTOCOL
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Alice chooses random bits

and encodes

them…

Bob chooses a

basis and makes

a measurement…

Whenever Eve measures

this bit, then

in a quarter of all cases

this bit flips

…after telling Alice his choice, these are the remaining bits… 



BB84 PROTOCOL
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NO CLONING THEOREM
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NO CLONING
THEOREM



BB84 PROTOCOL
SATELITE-QKD
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“Give every man 

thy ear but few 

thy voice”
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Peter Shor can factor integers
and compute discrete  logarithms in
polynomial time

RSA-3072 (encryption) pre-Shor-sec: 128 post-Shor-sec: none
RSA-3072 (signature) 128 none
DH-3072 (key exchange) 128 none
DSA-3072 (signature) 128 none
256-bit-ECDH (key exchange) 128 none
256-bit ECDSA (signature) 128 none
256-bit ECIES (encryption) 128 none
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AES-128 (block cipher) pre-Grover-sec: 128 post-Grover-sec: 64
AES-256 (block cipher) 256 128
Salsa20 (stream cipher) 256 128
SHA-256 (hash function) 256* 128*
SHA-3 (hash function) 256* 128*
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Number of queries classical:

Number of queries quantum:



EVEN-MANSOUR (BROKEN)
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EVEN-MANSOUR (BROKEN)
3-RUNDEN-FEISTEL (BROKEN)

02.03.2026 Prof. Dr. Björn Grohmann 121
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EVEN-MANSOUR (BROKEN)
3-RUNDEN-FEISTEL (BROKEN)
LRW (BROKEN)
CBC-MAC (BROKEN)
GMAC (BROKEN)
PMAC (BROKEN)
GCM (BROKEN)
OCB (BROKEN)
…
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